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adjust’s Fraud Prevention Suite

AN INsurance
policy to be bold

What happens when you're running user acquisition for Rovio, one
of the most iconic mobile gaming publishers of all time?

Well, when you’re An Vu, Rovio’s Mobile User Acquisition Lead, you
have every network partner in the world banging on your door for a
piece of your budget - and there’s often no way of knowing who's
dependable and who just wants a piece of the pie.



The Problem

When An Vu started at Rovio, the team
was working with nearly 100 networks
from all over the world in an attempt
to determine which partners could drive
installs and deliver high-quality users.
This was by no means a small feat: every
network required an extensive post-
campaign audit, and Rovio subsequently
required a high amount of number-
crunching manpower to perform them.

Rovio is an outlier in that, as one of the
largest mobile gaming companies in the
world, they possessed the resources for

reviews. The business intelligence team
was tasked with reviewing the details of
suspicious campaigns: retention rates
were charted and the team also tracked
the Average Revenue Per User (ARPU) in
search of statistical outliers.

To an extent, this process worked. Rovio
caught a publisher who was sending
roughly 60% of their installs from the
same I[P address, pinpointing players
driving questionable installs, and found
networks switching out incent traffic for
non-incent traffic.

the sometimes lengthy post-campaign

But manual verification was cumbersome and rarely produced impressive results - and

the results it did produce left An and the rest of Rovio’s User Acquisition Team with

three core challenges:

Detection after the
fact required lengthy
negotiation processes
for refunds, and Rovio
only had its internal
data for leverage

The time that

could have been
spent on ambitious
experimentation was
instead tied up in
fraud detection

An and her team

still needed to be
conservative in their
network choices so as
to keep the extensive
after-the-fact analysis
to a minimum



The Solution

Rovio was an early adopter of adjust’s Fraud
Prevention Suite. For Rovio, the Fraud Prevention
Suite was an opportunity to leave the lengthy
and time-consuming manual verification process
in the past. Manual fraud detection always left
Rovio expecting to fight for refunds, but automatic
fraud prevention would finally allow them to work
with any network in full confidence.

Initially, Rovio activated only a single Fraud
Prevention Suite feature: Anonymous IP Filtering.

Immediately after activation adjust automatically
crosschecked IP addresses of all incoming traffic
against a database of known datacenters, VPN
providers, Tor exit nodes and previously attributed
IP addresses. Any traffic coming from repeated
or unusual IPs was flagged and attributed as
untrusted and both Rovio’s servers and network
partners were notified in real-time.

Further filters run similar analyses across click-
to-install timeframes, looking for unusual
distributions and frequencies. The filters are
activated one-by-one, allowing Rovio complete
control and full insight into the filters being
applied to their traffic.
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The Results

So what happened once Rovio switched on the
Fraud Prevention Suite?

The Fraud Prevention Suite caught all of the
unusual install behavior that the team used to
have to manually pinpoint and eliminate - only
this time it was automatic, and being stopped
before payout. Rovio observed their rates of
captured installs  slowly diminish as fraudsters
realized they were no longer going to be paid
by networks for the poor traffic they generated.
For Rovio this meant money saved and, more
importantly, peace-of-mind.

In An’s words, “We never expected the numbers
to be that high, because we work with really
reputable networks. | will admit though, | gave
them all a warning that we were going to be
working with adjust’s new Fraud Prevention
Suite and that we’d be able to quickly see when
something wasn’t right.” Looking at her year of
manual verification, An reflected that she “wished
we’d had this when we were working with over
100 networks and deciding which ones to cut - it
would have made that whole process a lot easier.”

Now that they are working with the Fraud
Prevention Suite, An and her team are able to
buy with confidence. “We can go big, and not
hold back. | now see that this FPS is serving a
different purpose beyond just preventing a ‘bad’
install: it's my insurance policy when working
with new partners. We can try new things, and
I'm free to experiment because | trust the data.”
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Rovio’s mission is to delight the world through the medium of mobile gaming.

Since launching Angry Birds in 2009 Rovio has developed a broad portfolio of

games and currently ships over 18 titles. In the time since their flagship app hit
the market, Rovio has amassed over 3 billion game downloads, 5.7 billion Toons
video views, 2 billion YouTube views and 26 million Facebook fans. In the last
year alone they have achieved an astounding 480 million game downloads.

QELIIE:

adjust is a fast-growing mobile attribution and analytics company with offices in
Berlin, San Francisco, Tokyo and Istanbul, placing a high premium on scientific
statistics and a user-friendly product. It helps mobile marketers understand where
their most valuable users come from, what they do, and how to re-engage with
them inside or outside their app.

adjust is also an official Facebook and Twitter Mobile Measurement Partner and
integrated with more than 500 networks and partners globally. adjust is ePrivacy
certified, uses SSL encryption for data transfer, and is the only mobile analytics
company to meet the most stringent privacy compliance standards internationally.
Clients include Universal Music, Viacom, Scopely, Kingsoft, DeNA, BuzzFeed Inc.
and Deutsche Telekom.

For more details, visit www.adjust.com or contact sales@adjust.com.

www.adjust.com



